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[bookmark: _Toc462478989]Abstract of the contribution: This paper proposes a new solution for user identity exposure for the FS_UIA_ARC TR 23.700-32.
1	Discussion
This paper proposes user identity exposure addressing KI#3:
[bookmark: _Hlk158474493]-	what and how User Identity Profile information and functionality are exposed (e.g. exposure of the content of the User Identity Profile, exposure of authorization/authentication results, authenticating users, and linking a User Identifier with a 3GPP subscription).
2	Proposal
It is proposed to include the following changes in TR 23.700-32 V0.1.0.
[bookmark: _Toc93073650]		* * * * Start of Changes (All text new) * * * *
[bookmark: _Toc153818177][bookmark: _Toc153818393]
[bookmark: startOfAnnexes][bookmark: _Toc500949097][bookmark: _Toc92875660][bookmark: _Toc93070684][bookmark: _Toc153818406]6.X	Solution #X: solution for user id authentication
[bookmark: _Toc500949098][bookmark: _Toc92875661][bookmark: _Toc93070685][bookmark: _Toc153818407]6.X.1	Key Issue mapping
Editor's Note:	This clause lists the key issue(s) addressed by this solution.
This solution addresses Key Issue #3: Exposure of User Identity Profile Information.
[bookmark: _Toc500949099][bookmark: _Toc92875662][bookmark: _Toc93070686][bookmark: _Toc153818408]6.X.2	Description
[bookmark: _Toc500949101]Editor's Note: This clause will describe the solution principles and architecture assumptions for corresponding key issue(s). Sub-clause(s) may be added to capture details. 
The solution has the following assumptions:
-  One SUPI is corresponding to one or more User IDs. The User IDs are assigned by the 5GC and stored in the UDM. 
[bookmark: _Hlk158286515]-  The authentication and authorization of User ID are performed, and the authentication/authorization results are stored in UDM.
    The AF can subscribe to notifications about the assignment, authentication, authorization of one or more User IDs. The AF includes the GPSI in the subscribe request, and the corresponding User ID and authentication/authorization results are exposed to the AF when the trigger conditions are met, e.g. the UDM detects the user ID is assigned to the SUPI associated with GPSI, and the authentication and authorization for this User ID are performed.

[bookmark: _Toc92875663][bookmark: _Toc93070687][bookmark: _Toc153818409]6.X.3	Procedures
Editor's Note: This clause describes high-level procedures and information flows for the solution.



Figure-6.x.3-1 Exposure of User Identity
1. AF subscribes to the following events notifications, and provides the associated notification endpoint of the AF by sending Nnef_EventExposure_Subscribe Request to NEF:
a) User ID.
b) [bookmark: _Hlk158478052]Authorization/authentication results.
[bookmark: _Hlk158477861]The AF includes the impacted UE information (e.g. GPSI, or SUPI) in the subscribe request.
2. NEF performs the necessary authorization control and translation of internal-external information (e.g. the mapping between GPSI and SUPI if AF is in the untrusted domain). 
3. The NEF subscribes to notifications about User Identity Profile information and/or the corresponding authorization/authentication results, and provides the associated notification endpoint of the NEF to UDM by sending Nudm_EventExposure_Subscribe request. The impacted UE information (e.g. GPSI, or SUPI) is included in the subscribe request.
4. UDM detects the event occurs (i.e. the 5GC activates a User ID for the impacted SUPI) and sends the event report, by means of Nudm_EventExposure_Notify message to the associated notification endpoint of the NEF. The UDM (depending on the Event) includes the User ID and/or the corresponding authorization/authentication results in the event report.
5. NEF forwards the received the event report to AF.
[bookmark: _Toc326248711][bookmark: _Toc510604409][bookmark: _Toc92875664][bookmark: _Toc93070688][bookmark: _Toc153818410]6.X.4	Impacts on services, entities and interfaces
Editor's Note: This clause captures impacts on existing 3GPP nodes and functional elements.
[bookmark: _Hlk158478673]UDM
· Detects whether a user ID is allocated to the SUPI and the corresponding authorization/authentication are performed.
· [bookmark: _Hlk158479981]Sends the notifications of user ID, and authorization/authentication results to the NEF
NEF
· [bookmark: _Hlk158480089]Subscribes to notifications about the assignment, authentication, authorization of one or more User IDs.
· Forwards notifications about the assignment, authentication, authorization of one or more User IDs to AF.
AF
· Subscribes to notifications about the assignment, authentication, authorization of one or more User IDs
* * * * End of Changes * * * *
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